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SOC2  - a practitioners view
Not an expert by any means, but living it now is a story in itself…

Bottom line (for a CISO)
SOC is a lot less expensive than a data breach!  (e.g., risk management)

Systems Organization Controls (SOC)2 is an auditing procedure established in the Statement on 
Standards for Attestation Engagements (SSAE) No. 18 an attestation standard put forth by the 
Auditing Standards Board (ASB) of the American Institute of Certified Public Accountants (AICPA) .



SOC2 Overview

• Significant audit event – depends on # of trust services

• Several benefits beyond compliance, risk reduction, etc

• Preparations are essential  (e.g., “P5” principle)

• Phased approach – user behavioral change is slow

• Top Down Buy In – Champion – too many priorities

• Treat as an opportunity not an obstacle

Systems Organization Controls (SOC) is an auditing procedure that ensures your service providers 
securely manage your data to protect the interests of your organization and the privacy of its clients.
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SOC Rationale / purpose

“Service Systems Organization Control
(SOC) reports are designed to help
service organizations, organizations that
operate information systems and
provide information system services to
other entities, build trust and
confidence in their service delivery
processes and controls through a report
by an independent certified public
accountant.”
American Institute of Certified Public Accountants (AICPA)

Trust but verify = confidence

SOC Report (old) = Service Organization Control Report 

NOW (with SSAE18) 
SOC has been redefined to mean “System and Organization 
Controls”

By redefining that acronym, the AICPA enables the introduction 
of new internal control examinations that may be performed 
(a) for other types of organizations, in addition to service 
organizations and 
(b) on either system-level or entity-level controls of such 
organizations.”



Many uses for a SOC report



Background on SOC Reports

Today, it is more and more common for businesses to outsource certain
services or even entire functions to service organizations. In outsourcing 
these services, however, many of the risks of the service organization
also become the risks of the companies using the service organizations.
While management can delegate services or functions to a service organization, the 
responsibility for the controls cannot be delegated.

User entities and organizations want reporting that provides assurance on 
controls over operations and compliance, rather than just on controls
over financial reporting. The AICPA responded by creating a framework to
enable a broader type of third party attestation reporting on controls at service 
organizations beyond merely financial reporting. This framework is the SOC
reporting framework.

The SOC framework has 3 reporting options:

SOC1, SOC2, and SOC3 (and others in the works?)



Why obtain a SOC Report?

Why do Service Organizations obtain a SOC Audit?

Over time, companies have increased their reliance on third-party service organizations to 

conduct business functions

Service organizations can maintain stakeholder trust & provide transparency through an 

independent auditor ’s report conducted using AICPA guidance and standards

It helps Service Organizations differentiate themselves from their competition

SOC audits can reduce or eliminate other customer audits and vendor risk management 

questionnaires

What are the benefits of obtaining a SOC Audit?

 Ability to obtain a greater market share & competitive advantage through increased 

customer confidence

 Independent assessment of the control environment including people, processes, and 

technology
 One audit can satisfy multiple customers and various audit requirements

 Reduce third-party vendor risk management questionnaires

 Decrease client costs for other audits/compliance projects by relying on SOC reports

SOC 2 sets your security services baseline





SOC  Benefits
Gain a Competitive Advantage
A SOC 2 Type 2 report sends a powerful message to both your competitors and potential customers that 
you are applying best practices as they pertain to implementation and reporting on control systems.

Less Expensive than Paying for Compliance Failure Fines or Cybersecurity Ransom
Similarly, when compared to the $3.62 million average cost of a data breach, the cost of SOC 2 Type 2 
compliance is minimal and a well-spent investment in your organization’s future. 

Your Customers Are Asking
Because a SOC audit is telling your customers that you have controls in place to make sure their 
information is properly processed, is kept secure, is done accurately, etc., this provides value to them. 

You Feel It’s Needed
Many entities actually place value on a third party coming in, independently, and reviewing their 
operations and systems and providing feedback to help you improve your processes and save money.

AND… Others:
• Establish Trust, Credibility.  Independent assessment = confidence
• Save Time and Money – improve client communications,  use multiple times for various clients
• Identify and Correct Inefficiencies – process improvement, ‘lean” methods, remove barriers
• Expand Your Client Base to Public Companies, who are required to use SSAE 16 qualified providers.
• Become Best Friends with & know Your Auditor – follow on questions, issues easier to accommodate



Common Failures

1. Poor prioritization from the top
Management attitude establishes priority for the organization - drives resources and participation

2. Lack of documentation
Most of the findings auditors identify stem from documentation failures..

3. Human error compounded by too many manual processes
Automation / tools reduce the chance of running a checklist and forget a vital step or miss a deadline.

4. Weak or missing risk assessment
Most audit standards require a risk-based approach so that controls are focused on reducing the 
highest risks. While there is no definitive guide to which risk assessment is best, the COSO standard is 
a worthwhile starting point. (we also use the NIST CSF for technical controls)

5. Internal assessment too self-congratulatory
A poor internal assessment trips up many organizations going into an external audit for the first time. 
Ideally you have ans independent internal audit program—one that has a different reporting structure 
than the security and IT teams—or hire an independent assessor..

6. Misunderstanding that some audits are ongoing not point-in-time
Some audits, like the PCI DSS, are a point-in-time audit, where an auditor visits once per year to 
review controls and documentation. However, many other audit standards cover a period of time 
during which your controls need to operate consistently during that entire timeframe. 

https://www.f5.com/labs/articles/cisotociso/the-six-most-common-audit-failures

https://www.f5.com/labs/articles/cisotociso/the-six-most-common-audit-failures


Types of SOC Reports

Report Intended users Why needed What

SOC 1
•     Management of the service 

organization

•     User entities

•     User auditors

•     Audit of the financial 

statements of user 

entities

Controls relevant to

user entity financial reporting (e.g., payroll 

processing)

SOC 2
•     Management of the service 

organization

•     User entities

•     User auditors

•     Regulators

•     Other

•     Audit of the internal 

controls of user entities

• Meeting governance, risk,

and compliance programs

•     Oversight

•     Due diligence

Controls relevant to

a service organization system's security, 

availability, processing integrity, 

confidentiality, or privacy

SOC 3
•     Any users with need for 

confidence in the security, 

availability, processing integrity, 

confidentiality, or privacy of a 

service organization's system

•     Marketing purposes

•     General public 
information

•     Detail not needed

Seal and report on controls



SOC 1 Overview

 Type I report covers the design and implementation of the controls

 Type II report covers the design, implementation and operating

effectiveness of the controls

What are 

the 

different 

types?

Based on the internal controls over financial reporting of the service

organization. This includes control objectives and activities that have been

defined by the organization.

 Services, systems and locations covered

 Control objectives and activities

What is

the 

scope?

What is it?
Statement on Standards for Attestation Engagements (SSAE) No. 18 is an

attestation standard put forth by the Auditing Standards Board (ASB) of

AICPA that addresses engagements undertaken by a service auditor for

reporting on controls at organizations (i.e., service organizations) that provide

services to user entities, for which a service organization's controls are likely

to be relevant to user entities’ internal control over financial reporting

(ICFR)..



SOC 1 Reports

• An engagement performed under the SSAE No. 18 standard is known as a
SOC 1 engagement. SOC1 reports replaced the former SAS70 reports.

• SOC 1 reports focus solely on systems and controls at the service organization 

that may be relevant to user entities’ internal controls over financial 

reporting.

• These reports are frequently requested from service organizations as they are 
needed for the audit of a user entities’ financial statements.
Examples of service organizations that may provide a SOC1 report include:

Payroll processing companies

Healthcare benefit processing companies

Trust departments of banks and insurance companies

Custodians for investment companies

Mortgage servicers or depository institutions that service loans for others

Application Service Providers



SOC 2 Overview

Confidentiality

 Type I report covers the design and implementation of the controls

 Type II report covers the design, implementation and operating effectiveness of the 

controls

What are 

the 

different 

types?

Based on the five trust principles of:

 Security

 Availability

 Processing Integrity

 Privacy

What is

the 

scope?

A SOC 2 report is designed to provide various users with assurances regarding

internal controls related to the Trust Principles of a service organization. The

report can apply to an application, platform, hosting services, data center infrastructure,

and related areas. The service organization determines the areas that will be evaluated

based on the determined in-scope Trust Principles.

What is it?



Responsibilities of Management

In a SOC 2 engagement, management of a service organization is
responsible for preparing the description, providing a written 

assertion and providing a written representation:

• Preparing a description of the service organization’s system:

- Note: The description need not address every aspect of the service
organization’s system as certain aspects may not be relevant to user 

entities or beyond the scope of the engagement.

• Providing a written assertion:

- In the assertion management confirms, to the best of its knowledge that,

◦ Description of system is fairly presented as implemented throughout
period

Controls were suitably designed throughout the specified period 
to meet applicable trust services criteria.

Controls operated effectively throughout period (Type 2 report only)

◦

◦

• Providing written representations to the independent accounting firm



SOC 2 Guidelines for Auditing Success 
Take note of the following important SOC 2 guidelines for helping ensure that service 
organizations undertake a comprehensive, efficient, and cost-effective assessment 
process with the AICPA SOC reporting framework.

1.    Properly Scope your SOC 2 Assessment.  With Five (5) Trust Services Principles (TSP) 
to choose from, it’s critically important to properly scope a SOC 2 assessment. 

2. Understand the Need for Policies and Procedures.  SOC 2 compliance, like many 
other regulatory compliance laws and mandates, requires a large number of 
operational, business specific, and information security policies and procedures to be 
in place for compliance.  This is often one of the largest – and most overlooked –
areas regarding SOC 2 compliance, but one that needs to be addressed early on.

3. SOC 2 is prescriptive, but also subjective in nature. Though the TSP provide adequate 
information on the relevant “criteria” needed for meeting the intent and rigor of the 
stated principles, the applicable assessment evidence requested by auditors can 
differ from one to another.  

4.    Choose a firm offering a fixed fee and one with experience. SOC 2 assessments can 
become somewhat complex, all the more reason for finding a well-recognized, PCAOB
CPA firm with years of regulatory compliance experience.



SOC 3 Overview

 Security

 Limited environment details

 Limited description of controls and systems

 Short report

What are 

the 

different 

types?

Based on the five trust principles of:

Confidentiality

 Availability

 Processing Integrity

 Privacy

What is

the 

scope?

SOC 3 report is a general-use report that provides information on whether the

system achieved the trust principles criteria (no description of tests and results or

opinion on the description of the system are provided). The audit work that is performed 

for both SOC 2 and SOC 3 is essentially the same.

What is it?



The Five Trust Services Principles

TSP section 100 provides criteria for evaluating and reporting on controls
related to security, availability, processing integrity, confidentiality, and 
privacy. In TSP section 100, these five attributes of a system are known as 

principles, and they are defined as follows:

a. Security. The system is protected against unauthorized access (both 

physical and logical).

b. Availability. The system is available for operation and use as committed or 

agreed.

c. Processing integrity. System processing is complete, accurate, timely, and 

authorized.

d. Confidentiality. Information designated as confidential is protected as 
committed or agreed.

e. Privacy. Personal information is collected, used, retained, disclosed, and 
destroyed in conformity with the commitments in the entity's privacy notice 
and with criteria set forth in generally accepted privacy principles (GAPP) 
issued by the AICPA and CICA.





BTW, What is a “System”? 

TSP sec. 100 paragraph .01 defines a "system" as follows:

• A system is designed, implemented, and operated to achieve specific business 

objectives (for example, delivery of services, production of goods) in accordance 

with management-specified requirements. System components can be classified 

into the following five categories:

+   Infrastructure. The physical structures, IT, and other hardware (for example, 

facilities, computers, equipment, mobile devices, and telecommunications 

networks).

+   Software. The application programs and IT system software that supports 

application programs (operating systems, middleware, and utilities).

+   People. The personnel involved in the governance, operation, and use of a 

system (developers, operators, entity users, vendor personnel, and managers).

+   Processes. The automated and manual procedures.

+   Data. Transaction streams, files, databases, tables, and output used or 

processed by a system.

https://www.aicpa.org/content/dam/aicpa/interestareas/frc/assuranceadvisoryservices/downloadabledocuments/dc-200.pdf

https://www.aicpa.org/content/dam/aicpa/interestareas/frc/assuranceadvisoryservices/downloadabledocuments/dc-200.pdf


Focus & Distribution

internal control over financial  Type II Auditors of the user customers; can be shared

Organization Relevant to Security,      Type II  Management of the with sufficient knowledge”

does not contain all of the details        Limited Details

Report             Report’s Focus                   Format                Intended Users                  Distribution

SOC 1

SOC 2

SOC 3

Report on a service organization’s      Type I                   Financial Statement            Restricted use to current

reporting                                              Control                       entity (UE)                          with prospective customers if

Descriptions         Management of the UE      a third-party access letter is

 Tests                    Management of the            obtained

Performed &               service organization

Results

Report on Controls at a Service          Type I                   Management of the UE      Restricted use to “customers

Availability, Processing Integrity,         Trust Principle            service organization           e.g., current & prospective 

Confidentiality or Privacy (Trust                 Controls               Other relevant parties         customers, regulators, 

Principles)                                           Tests                           e.g., regulators &                business partners
Performed &               business parties

Results

Report on Trust Principles but             Brief Report         Same as SOC 2                  Can be freely distributed

of a SOC 2 report because users              on Tests

do not have the required                            Performed & 

knowledge/need for a SOC 2;                    Results 

processing details and control test
results are omitted



SOC Roadmap

Gap
Assessment

Gap Assessment

 Select Report & Type

Remediate Audit

 Perform gap assessment and determine any discrepancies in the design or operating effectiveness of controls

 Obtain/develop remediation recommendations

 Develop remediation plan and set priorities

Remediation

 Implement recommendations to enhance/establish controls to address deficiencies

 Train personnel on control changes

Audit

 Contract an independent auditor to conduct the SOC audit

Notes

 After remediation, controls must be operating for a specific time period before the audit can occur

 SOC reports cover a time period set by the Service Organization usually for about 3, 6, 9 or 12 months





Ideal process steps
Reality – a lot less



An example “Readiness Assessment” is illustrated below (this 
would include agreeing on the formal methods, authoritative 
references, tools used, and risk assessment type). 



The SOC phases:

The typical timeline for the SOC 2 Type 2 project includes the below activities. The SOC 2 audit period 
would be agreed to during engagement preparation once the ACF initial assessment is underway.

---ACF Readiness assessment:  (1) Perform analysis of the environment,  (2)  Identify existing 
activities, controls and technologies, (3) Present recommended improvements and SOC reporting 
options,  and (4) Finalize objectives and activities (typically 5-6 weeks)

---Company mitigations activities: these must be well captured and tracked in the SOC2 action plan, 
with clear task descriptions, delineations and commitment to the timeline. In general, policy 
maturation and proof is the biggest activity in a SOC, whereas many are not developed, or are 
immature and typically not distributed nor trained upon, and no proof of process execution. 
(duration varies widely, driven by resources provided and business units commitment to timeline (aka, 
risk assessment and policies) (typically takes 8-16 weeks).

---ACF SOC attestation: (1) Observation and Testing (Phases 1-2), (2) Review and Reporting (Phase 3) 
and (3) Report Issuance (typically 9-10 weeks). 

(ACF = Auditor / CPA Firm)



SOC Preparation  Activities

1. Risk Assessment (annual)

2. Evaluate Client Requirements

3. Regulatory Implications

4. Service Delivery Controls

5. Written Policies and Procedures

6. Training

7. 3rd party / Vendor Management

8. Physical Controls

9. Security Controls

10. Availability Controls

Use your SOC controls matrix to guide / plan these activities 



Examples of required policies
would include (but are not limited to):

•     System Security Plan (SSP)
•     Incident Response Plan
•     Disaster Recovery
•     Security Awareness (and Training)
•     Human Resources (HR) Plans (hire, termination, handbook, etc.)
•     Rules of Behavior
•     Configuration Management
•     Password Policy
•     Capture others from your system description 

Documentation will be a very BIG deal. 
Typically many of the findings…



Common Issues / Lessons Learned

•  SOC 1

+ Control Objectives included which are not relevant to ICFR

+ System Descriptions insufficient to understand flow of 

transactions/processes
+ Description of control insufficient to understand control activity

+ Report only covers ITGC, but services provided include

transaction or other information processing, etc.

•  SOC 2

+ Description includes controls that have not been implemented.

+ Descriptions of processes and related controls are incomplete and

user unable to understand processing flow through system (who?, 

what?, where?, when?, how?)
+ Applicable trust services criteria are intended to be met by

controls at the subservice organization and description does not

identify the controls expected to be implemented at a carved-out

service organization



SOC report - sections



The “gotchas” – so far!

Policies and processes are way harder than you think (approved?)

Absolutely requires a readiness assessment – too many unknowns

Establish a select stakeholder working group up front (HR, IT, SEC…)

Conduct a high level risk assessment based on trust principles 
(imagine putting change management into play in less than 2 months)

Quantify the evidence / artifacts and collect early samples.
(takes several iterations with controls owners to concur on methods)

Develop a detailed plan / timeline and communicate status to all

Even with top down direction – departmental priorities compete



SOCs improve the organizational risk posture and add business value.

https://www.aicpa.org/interestareas/frc/assuranceadvisoryservices/socforserviceorganizations.html

Mike.Davis.SD@gmail.com  

https://www.aicpa.org/interestareas/frc/assuranceadvisoryservices/socforserviceorganizations.html




What Does it Cost?

The cost of delivering SOC 2 reporting varies across different 
organizations. The following factors will impact the cost of reporting for 
SOC 2:

• The size and complexity of your organization (number of employees, 

multiple locations, etc.)

• The number of Principles selected. You can select one, several, or all 

of the Principles.

• The Type of report (Type 1: design only vs. Type 2: design and 

operating effectiveness)

• The period covered by your report (6-12 months)

• The number of controls. You can include all of your controls or 

minimize the scope to only high level controls or certain business areas 

to reduce cost and impact.

Remember this is an annual recurring report, so the upfront cost is 
always higher. Expect costs to lower by 10-20% in subsequent years.



How Long Does it Take?

The following are averages across multiple organizations:

Type 1 Report

Planning and Scoping: 2-4 weeks

Design Assessment: 3-4 weeks

Reporting: 2 weeks

Total Time: 7-10 weeks

Type 2 Report

Planning and Scoping: 2-4 weeks

Design Assessment: 4-6 weeks (sometimes spread over 2 periods) 

Reporting: 4 weeks

Total Time: 10-14 weeks



Trust Principles In-Depth: Security

Security

CC1.0 Common Criteria Related to

Organization & Management

Organizational structures responsible for ensuring

Trust Principle commitments are met

CC2.0 Common Criteria Related to

Communications

Service narratives, responsibility delegation, &

stakeholder notifications

CC3.0 Common Criteria Related to Risk 

Management and Design and 

Implementation of Controls

Risk Management policy, procedures, risk mitigation 

strategy, & risk assessments

CC4.0 Common Criteria Related to

Monitoring of Controls

Monitoring policy, procedures, assessment results, &

remediation plans

CC5.0 Common Criteria Related to

Logical and Physical Access Controls

Access Management policy & procedures

CC6.0 Common Criteria Related to

System Operations

Vulnerability Management and Incident & Breach

Management policies & procedures

CC7.0 Common Criteria Related to

Change Management
System Development Lifecycle (SDLC), Change & 

Configuration Management policies & procedures



Trust Principles In-Depth: Availability

Availability

A1.1 Capacity & Usage Management

A1.2 Environmental Protections, Backup Processes & Recovery Infrastructure

A1.3 Recovery Procedures & Periodic Testing

Processing Integrity

PI1.1 Processing Integrity Procedures to Prevent & Detect Errors

PI1.2 System Input

PI1.3 Data Processing

PI1.4 Storage

PI1.5 Output

PI1.6 Modification



Trust Principles In-Depth: Confidentiality

Confidentiality

C1.1 SDLC Safeguards

C1.2 Unauthorized Access Safeguards - Internal

C1.3 Unauthorized Access Safeguards - External

C1.4 Obtain Third-Parties Confidentiality Commitments

C1.5 Ensure Compliance of Third-Party Confidentiality Commitments

C1.6 Proper Management & Notification of Confidentiality Commitment Changes



Trust Principles In-Depth: Privacy

Privacy

1.0 Management Defines documents, communicates, and assigns accountability for its privacy policies and 

procedures

2.0 Notice Provides notice about its privacy policies and procedures and identifies the purposes for which 

personal information is collected, used, retained, and disclosed

3.0 Choice & 

Consent

Describes the choices available to the individual and obtains implicit or explicit consent with 

respect to the collection, use, and disclosure of personal information

4.0 Collection Collects personal information only for the purposes identified in the notice

5.0 Use & 

Retention

Limits the use of personal information to the purposes identified in the notice and intended 

purposes

6.0 Access Provides individuals with access to their personal information for review and update

7.0 Disclosure to

Third-Parties
Discloses personal information to third-parties only for the purposes identified in the notice and 

with the implicit or explicit consent of the individual

8.0 Security for

Privacy

Protects personal information against unauthorized access (both physical and logical)

9.0 Quality Maintains accurate, complete, and relevant personal information for the purposes identified in 

the notice

10.0 Monitoring & 

Enforcement

Monitors compliance with its privacy policies and procedures & has a plan to manage 

complaints/disputes



Trust Principles Criteria Components

The following four components are represented in the respective principles and
criteria.

• Policies – The entity defines and documents its policies for the ‘Trust
Services Principle’ of its system.

Communications – The entity communicates its defined ‘Trust Services

Principle’
policies to responsible parties and authorized users.

Procedures – The entity placed in operation procedures to achieve its

documented ‘Trust Services Principle’ objectives in accordance with its
defined policies.

Monitoring – The entity monitors the system and takes action to maintain 
compliance with its defined system Trust Services Principle’ policies.

•

•

•



Security Principle

The system is protected against unauthorized access (both physical
and logical).

• The Security Principle refers to the protection of the system from
unauthorized logical and physical access.

Limiting access to the system helps prevent potential abuse of the 
system, theft of resources, misuse of software, and improper access to, 
or the use, alteration, destruction, or disclosure of information.

Key elements for the protection of the system include permitting authorized 
access based on relevant needs and preventing unauthorized access to the 
system in all other instances.

•

•



Availability Principle

The system is available for operation and use as committed or
agreed.

• The Availability Principle refers to the accessibility to the system,
products, or services as advertised or committed by contract, service–level, 

or other agreements. More specifically, it relates to whether the system is 

accessible for processing, monitoring, and maintenance.

The Availability Principle does not, in itself, set a minimum acceptable
performance level for system availability. The minimum performance level
is established through commitments made by mutual agreement (contract)
between the service organization and the user entity(ies).

The Availability Principle does not address system functionality (the
specific functions a system performs) and system usability (the ability of
users to apply system functions to specific tasks or problems).

Key elements for the protection of the system include identifying and 

preventing potential threats to the system’s availability. Protective

measures include: using virus prevention, performing regular system back–
ups, and maintaining a disaster recovery center.

•

•

•



Processing Integrity Principle

System processing is complete, accurate, timely and authorized.

• The Processing Integrity Principle refers to the completeness,
accuracy, validity, timeliness, and authorization of system processing.

Processing integrity exists if a system performs its intended function in an 

unimpaired manner, free from unauthorized or inadvertent manipulation.
•

- Completeness generally indicates that all transactions are processed or all services
are performed without exception.

Validity means that transactions and services are not processed more than once and 
that they are in accordance with business values and expectations.

Accuracy means that key information associated with the submitted transaction 
remains accurate throughout the processing of the transaction and that the 
transaction or service is processed or performed as intended.

The timeliness of the provision of services or the delivery of goods is addressed in 
the context of commitments made for such delivery.

Authorization means that processing is performed in accordance with the required 

approvals and privileges defined by policies governing system processing.

-

-

-

-



Processing integrity (continued)

• Processing integrity differs from data integrity. Processing integrity
does not automatically imply that the information stored by the system is

complete, accurate, current, and authorized.

If a system processes information inputs from sources outside of the 
system’s boundaries, an entity can establish only limited controls over the 
completeness, accuracy, authorization, and timeliness of the information 
submitted for processing.

•

- Errors that may have been introduced into the information and the control
procedures at external sites are typically beyond the entity’s control.

Even in a case when the information stored by the system is explicitly included in 
the description of the system that defines the engagement, it is still possible that the 
system exhibits high processing integrity without exhibiting high data integrity.

For example, an address stored in the system may have passed all appropriate edit 
checks and other processing controls when it was added to the system, but it may 
no longer be current (if a person or company relocated) or it may be incomplete (if 
an apartment number or mailing location is omitted from the address).

-

-



Confidentiality Principle

Information designated as confidential is protected as committed
or agreed.

• In the course of communicating and transacting business, partners often
exchange information they require to be maintained on a confidential 

basis.

The confidentiality principle refers to the system’s ability to protect the 
information designated as confidential, as committed or agreed.

Examples of the kinds of information that may be subject to confidentiality 
includes: intellectual property and client and customer lists

What is considered to be confidential information can vary significantly 
from business to business and is determined by contractual arrangements 
or regulations.

Confidential information that is provided to another party is susceptible
to unauthorized access during transmission and while it is stored on the
other party’s computer systems.

•

•

•

•



Privacy Principle

Personal information is collected, used, retained, disclosed and
disposed of in conformity with the commitments in the entity’s 
privacy notice, and with criteria set forth in Generally Accepted 
Privacy Principles (GAPP) issued by the AICPA and Canadian 
Institute of Chartered Accountants.

Privacy is defined by GAPP as “the rights and obligations of individuals and 
organizations with respect to the collection, use, retention, disclosure, and 
disposal of personal information”.

Some individuals may consider effective privacy practices to be the same as 
effective information security; however, privacy encompasses a broader set 
of activity beyond security that contribute to the effectiveness of a privacy 
program.

The privacy principle has extended focus areas (criteria) that differ from the 
other traditional components for the other principles. These additional criteria 
are described on the following slides.



Privacy (continued)

Reporting on a company's compliance with GAPP requires an evaluation of the 
following:

Notice – The entity provides notice about its privacy policies and procedures
and identifies the purposes for which personal information is collected, used,
retained, and disclosed.

Choice and Consent – The entity describes the choices available to the 
individual and obtains implicit or explicit consent with respect to the 
collection, use, and disclosure of personal information.

Collection – The entity collects personal information only for the purposes 

identified in

the notice.

Use, Retention and Disposal – The entity limits the use of personal 
information to the purposes identified in the notice and for which the 
individual has provided implicit or explicit consent. The entity retains personal 
information for only as long as necessary to fulfill the stated purposes or as 
required by law or regulations and thereafter appropriately disposes of such 
information.



Privacy (continued)

Access – The entity provides individuals with access to their personal
information for review and update.

Disclosure to third parties – The entity discloses personal information 
to third parties only for the purposes identified in the notice and with the 
implicit or explicit consent of the individual.

Security for Privacy – The entity protects personal information against 
unauthorized access (both physical and logical).

Quality – The entity maintains accurate, complete, and relevant personal 
information for the purposes identified in the notice.

Monitoring and Enforcement – The entity monitors compliance with
its privacy policies and procedures and has procedures to address privacy
related inquiries, complaints and disputes.


